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NAME OF THE PROCESSING
ACTIVITY

AGENDA OF CONTACTS AND INSTITUTIONAL
RELATIONS

Mission carried out in the public interest (art. 6.1.€)

LEGAL BASIS GDPR) and article 19 of the LOPDGDD.

To manage and maintain the institutional and protocol
PURPOSES OF THE : . s
PROCESSING relations of the ICRA with the entities and people who

relate to the ICRA by reason of their competences.

CATEGORIES OF INTERESTED
INDIVIDUALS

Public officials, staff in the service of public
administrations, managers and managers of companies
and organisations, researchers, citizens, students

CATEGORIES OF PERSONAL
DATA PROCESSED

Name and surname(s), postal address, email address,
telephone number, handwritten and electronic signature,
position held within the entity to which they belong

CATEGORIES OF RECIPIENTS

Not foreseen

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

Permanent

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated ways.
The corresponding technical and organisational security
measures provided for in the National Security Scheme
are applied to ensure, in particular: the control of
physical access to the equipment where the data is
processed, the control of the media that may contain the
personal data, the control of the storage of the data, the
control of the users authorised to access the data and
the type of access they make to it, the control of the
transmission of the data and its transport and the control
of the availability and integrity of the data. It has also
established a process of verification, evaluation and
periodic review of the effectiveness of the measures
implemented.
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NAME OF THE PROCESSING
ACTIVITY

TRAINING ACTIVITIES, EVENTS, SEMINARS AND
CONFERENCES OF ICRA

LEGAL BASIS

Consent (Art. 6(1)(a) GDPR).
Mission carried out in the public interest (art. 6.1.€)
GDPR).

PURPOSES OF THE PROCESSING

To carry out the control, monitoring and other
activities related to the organisation of courses,
seminars, conferences and other training and
informative activities of the ICRA

CATEGORIES OF INTERESTED
INDIVIDUALS

People who participate in the training actions of the
ICRA and/or their legal representative

CATEGORIES OF PERSONAL
DATA PROCESSED

Name and surname(s).

NIF/DNI/Passport/NIE.

Postal or email address.

Image / Voice.

Telephone.

Digital Signature.

Handwritten signature.

Bank details.

Position, department, body or entities where the
service is provided

Academic and professional data related to the activity
taught.

CATEGORIES OF RECIPIENTS

Entities that transfer their facilities to carry out
activities, when necessary for organisational security
reasons. In certain cases, the data will be
disseminated through the ICRA website and ICRA's
social networks (Instagram, X/Twitter, YouTube,
LinkedIn and Bluesky) and will be transferred to the
media.

INTERNATIONAL TRANSFERS

In the case of having authorised publication on social
networks (Instagram, X/Twitter, YouTube, LinkedIn
and Bluesky), there are also international transfers.

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

Permanent

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and
organisational security measures provided for in the
National Security Scheme are applied to guarantee,
in particular: the control of physical access to the
equipment where the data is processed, the control
of the media that may contain the personal data, the
control of the storage of the data, the control of the
users authorised to access the data and the type of
access they make to it, the control of the
transmission of data and its transport and the control
of the availability and integrity of the data. It has also
established a process of verification, evaluation and
periodic review of the effectiveness of the measures
implemented.
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NAME OF THE PROCESSING
ACTIVITY

COMMUNICATION AND PUBLICATIONS

LEGAL BASIS

Consent (Art. 6(1)(a) GDPR).
Mission carried out in the public interest (art. 6.1.€)
GDPR).

PURPOSES OF THE PROCESSING

To communicate information related to the ICRA's
activities as well as to send press releases and calls
to the media about the ICRA's activity

CATEGORIES OF INTERESTED
INDIVIDUALS

People who participate in ICRA actions and/or their
legal representative

Working individuals and/or legal representatives of
the media

CATEGORIES OF PERSONAL
DATA PROCESSED

Name and surname.

NIF / DNI / Passport / NIE.
Postal or email address.
Image / Voice.

Telephone.

Digital Signature.
Handwritten signature.
Publication content

Medium and type of medium.

CATEGORIES OF RECIPIENTS

In certain cases, the data will be disseminated
through the ICRA website and ICRA's social
networks (Instagram, X/Twitter, YouTube, LinkedIn
and Bluesky) and will be transferred to the media.

INTERNATIONAL TRANSFERS

In the case of having authorised publication on social
networks (Instagram, X/Twitter, YouTube, LinkedIn
and Bluesky), there are also international transfers.

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

Permanent

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and
organisational security measures provided for in the
National Security Scheme are applied to guarantee,
in particular: the control of physical access to the
equipment where the data is processed, the control
of the media that may contain the personal data, the
control of the storage of the data, the control of the
users authorised to access the data and the type of
access they make to it, the control of the
transmission of the data and its transport and the
control of the availability and integrity of the data. It
has also established a process of verification,
evaluation and periodic review of the effectiveness of
the measures implemented.
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NAME OF THE PROCESSING
ACTIVITY

ECONOMIC MANAGEMENT

LEGAL BASIS

Contract and contractual measures (art. 6.1.b)
GDPR).

Mission carried out in the public interest (art. 6.1.e)
GDPR).

Law 9/2017, of 8 November, on Public Sector
Contracts.

Law 58/2003, of 17 December, on General Taxation.
Law 38/2003, of 17 November, on General
Subsidies.

Legislative Decree 3/2002, of 24 December,
approving the Revised Text of the Law on Public
Finances of Catalonia.

Legislative Decree 1/2002, of 24 December,
approving the revised text of the Heritage Law of the
Generalitat de Catalunya.

Law 26/2010, of 3 August, on the Legal Regime and
Procedure of the Public Administrations of Catalonia
Law 40/2015, of 1 October, on the Legal Regime of
the Public Sector.

PURPOSES OF THE PROCESSING

ICRA's financial management: management and
processing of contracting, granting, collaboration and
training grants, expenditure and income files.
Formalization and economic management of
agreements signed by ICRA and third institutions or
organizations.

CATEGORIES OF INTERESTED
INDIVIDUALS

Employees, creditors, debtors and related
individuals, ICRA staff.

CATEGORIES OF PERSONAL
DATA PROCESSED

Name and surname(s).

NIF / DNI / Passport / NIE.

Postal or email address.

No. S.S. / Mutuality.

Telephone.

Digital Signature.

Handwritten signature.

Bank details.

TC2.

Economic solvency data.

Commercial information data: services provided,
contracting period and data referring to technical
solvency.

Academic and professional data: curricula

CATEGORIES OF RECIPIENTS

Tax administration.

General Comptroller of the Generalitat de Catalunya.
Audit Office.

Banks.

Directorate General of Public Procurement. Public
Register of Contracts.

Electronic register of bidding companies.

Register of collaboration and cooperation
agreements

National Subsidies Database.

Directorate General of Heritage.

People who access the information by applying the
principle of active advertising provided for in the
Transparency Act.
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Administrative Integration or Collaboration Platform
(PICA).

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

Accounting documentation: 6 years.

Tax and tax documentation: 4 years.

Documentation related to subsidies: 10 years.
Documentation related to grants: Permanent
conservation of the final reports and total destruction
of the rest of the documentation after 6 years

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and
organisational security measures provided for in the
National Security Scheme are applied to guarantee,
in particular: the control of physical access to the
equipment where the data is processed, the control
of the media that may contain the personal data, the
control of the storage of the data, the control of the
users authorised to access the data and the type of
access they make to it, the control of the
transmission of data and its transport and the control
of the availability and integrity of the data. It has also
established a process of verification, evaluation and
periodic review of the effectiveness of the measures
implemented.
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NAME OF THE PROCESSING
ACTIVITY

HUMAN RESOURCES MANAGEMENT

LEGAL BASIS

Purposes 1 and 2:

Contract (Art. 6.1.b) GDPR).

Compliance with legal obligations (Art. 6.1.c) GDPR).
Mission carried out in the public interest (art. 6.1.e)
GDPR).

Compliance with obligations in the field of employment
law (Art. 9.2.b) GDPR)

Law 58/2003, of 17 December, General Taxation.

Law 31/1995, of 8 November, on the prevention of
occupational risks.

Law 9/2022, of 21 December, on Science.

Law 14/2011, of 1 June, on Science, Technology and
Innovation.

Additionally, also for purpose 1:

Royal Legislative Decree 2/2015, of 23 October,
approving the revised text of the Workers' Statute Act.
Royal Legislative Decree 8/2015, of 30 October,
approving the revised text of the General Social Security
Act.

Organic Law 11/1985, of 2 August, on Freedom of
Association

Royal Decree 1844/1994, of 9 September, approving the
Regulations on elections to bodies representing workers
in the company

Law 23/1998, of 30 December, on Statistics of Catalonia

PURPOSES OF THE
PROCESSING

1. To manage its own or seconded staff: management of
the personnel file, hiring, appointments, management of
payroll and salary supplements, compensation for
reasons of service, management and control of
compliance with working hours, seniority, absences,
permits and licenses, holidays, prevention of
occupational risks, investigation of work-related
accidents and occupational diseases, management of
insurance, social aid and benefits, administrative or
labour situations, social security, disciplinary regime,
training, management of administrative and judicial
proceedings, carrying out the entire process of elections
of the bodies representing workers, management of
communication services and obtaining statistics, control
of the use of the means and computer tools available to
workers for the development of labour tasks, preparation
of statistics in the interest of the Generalitat of Catalonia,
internal organization.

2. Manage the personnel related to the ICRA (such as
collaborators, etc.): management of the personnel file,
hiring, settlement of expenses due to collaboration,
management and control of presence at the ICRA,
prevention of occupational risks, investigation of work-
related accidents and occupational diseases, insurance
management, training, management of administrative
and judicial procedures, Control of the use of the means
and computer tools made available to workers for the
performance of work tasks

CATEGORIES OF INTERESTED
INDIVIDUALS

1. For purpose 1:
Employees, their family members and attached staff
For purpose 2:

Edifici H20. Parc de Recerca i Innovacio de la Universitat de Girona. Emili Grahit, 101, 17003 Girona




ICR Al C Inventory and Register of ICRA processing activities

2. External staff and other persons associated with the
ICRA

CATEGORIES OF PERSONAL
DATA PROCESSED

1. For purpose 1:

Identification data: name and surname(s),
DNI/NIF/passport/NIE, image, voice, personal
registration number, postal address and email address,
telephone, Social Security number, handwritten and
electronic signature.

Personal characteristics data: Sex, marital status,
nationality, age, date and place of birth, family data,
professional evaluations.

Data on social circumstances: licences, permits,
authorisations.

Academic and professional data: qualifications, training
and professional experience.

Employment data: group, body, scale, category, grade,
job, job risk assessment and prevention, employment
history, retirement, data related to the use of personal
communication services, date of seniority.

Economic and financial data: payroll, compensation for
services, bank details, pension plans and insurance.
Data relating to the commission of infringements
Special categories of data: data on work-related injuries
and occupational diseases, health data.

Dates and times of access to the ICRA

2. For purpose 2:

Identification data: name and surname(s),
DNI/NIF/passport/NIE, image, voice, postal address and
email address, telephone, handwritten and electronic
signature.

Personal characteristics data: Gender, marital status,
nationality, age, date and place of birth

Employment or academic data, as the case may be:
company to which you provide services, job position and
professional category, entity in which you are studying
and degree you are studying

Economic and financial data: bank details

Special categories of data: data on work-related injuries
and occupational diseases, health data.

Dates and times of access to the ICRA

CATEGORIES OF RECIPIENTS

For purposes 1 and 2:

The Tax Administration (Law 58/2003, of 17 December,
on General Taxation, banks and savings banks, mutual
societies collaborating with the Social Security (Royal
Legislative Decree 8/2015, of 30 October, approving the
revised text of the General Social Security Act), the
Consortium for the Inspection of Labour and Social
Security of Catalonia (Law 31/1995, of 8 November, of
Occupational Risk Prevention), where appropriate the
courts and tribunals and other participants in possible
legal proceedings and the persons who access the
information by application of the principle of active
publicity provided for in the Law on Transparency
Additionally, for purpose 1:

Social Security Treasury (Royal Legislative Decree
8/2015, of 30 October, approving the revised text of the
General Social Security Act), the State Public
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Employment Service (Ministry of Labour) (Royal
Legislative Decree 8/2015, of 30 October, approving the
revised text of the General Social Security Act), the
Department responsible for labour matters (Law
31/1995, of 8 November, on the prevention of
occupational risks and also for the elections of workers'
representative bodies, Workers' Statute and Royal
Decree 1844/1994)

Addicionalment per a la finalitat 2:

Entitat a la qual presta serveis o estudia

INTERNATIONAL TRANSFERS

They are not provided for either purpose 1 or purpose 2

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

For purpose 1:

Administrative personnel files, payroll management and
salary supplements, compensation for reasons of
service, seniority, administrative and employment
situations: Permanent retention.

Management of working hours and time control,
holidays: Total destruction within one year from the end
of the calendar year in which it occurred.

Social aid and benefits: Total destruction within six
years-> Audit by the General Comptroller (Legislative
Decree 3/2002, of 24 December, approving the Revised
Text of the Public Finance Act of Catalonia).

Prevention of occupational risks, investigation of work-
related accidents and occupational diseases, insurance
management: Total destruction within five years (Law
31/1995, of 8 November, on the prevention of
occupational risks).

Formation: Total destruction within six years.
Registration of working hours: four years.

Elections of workers' representative bodies: TAAD: 656.
permanent preservation of the minutes and the
arbitration award, if any, in the department responsible
for labour relations and total elimination of the rest of the
documentation after four years. For the rest of the public
bodies that keep documentation of the union election
processes of their own workers' representative bodies:
destruction of all documentation after 4 years.
TAAD:926. Register of trade union representatives:
Permanent conservation.

For purpose 2:

Administrative personnel files, settlement of expenses
due to collaboration,: Permanent conservation.
Management and control of the presence at the ICRA:
Total destruction within one year from the end of the
calendar year in which it occurred.

Prevention of occupational risks, investigation of work-
related accidents and occupational diseases, insurance
management: Total destruction within five years (Law
31/1995, of 8 November, on the prevention of
occupational risks).

Training: Total destruction within six years

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated ways.
The corresponding technical and organisational security
measures provided for in the National Security Scheme
are applied to ensure, in particular: the control of
physical access to the equipment where the data is
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processed, the control of the media that may contain the
personal data, the control of the storage of the data, the
control of the users authorised to access the data and
the type of access they make to it, the control of the
transmission of the data and its transport and the control
of the availability and integrity of the data. It has also
established a process of verification, evaluation and
periodic review of the effectiveness of the measures
implemented.
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NAME OF THE PROCESSING
ACTIVITY

SELECTION AND PROVISION OF JOBS

Compliance with a legal obligation (Art. 6.1. ¢c) GDPR).
Mission carried out in the public interest (art. 6.1. €)
GDPR). Legislative Decree 1/1997, of 31 October,
approving the recasting into a single text of the precepts

LEGAL BASIS of certain legal texts in force in Catalonia in matters of
public function).
Royal Legislative Decree 2/2015, of 23 October,
approving the revised text of the Workers' Statute Act.

PURPOSES OF THE Selecti d i £ iob

PROCESSING election and provision of jobs

CATEGORIES OF INTERESTED
INDIVIDUALS

Candidates who apply for procedures for the selection
and provision of jobs and contact persons.

CATEGORIES OF PERSONAL
DATA PROCESSED

Identification data: Name and surname,
DNI/Passport/NIE, image, personal registration number,
address, signature and telephone number. Special
categories of data: Health data (disabled). Personal
characteristics: Family data, gender, marital status,
nationality, age, date and place of birth. Academic and
professional data: Qualifications, training and
professional experience. Details of employment and
administrative career.

CATEGORIES OF RECIPIENTS

General Personnel Register (DL 1/1997, of 31 October,
approving the recasting into a single text of the precepts
of certain legal texts in force in Catalonia in matters of
public function)

Publication on the ICRA website of the procedures of
the selection process, in accordance with current
regulations. People who access it by applying the
principle of active advertising (Law 19/2014, of 29
December, on transparency, access to public
information and good governance).

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

Permanent conservation.

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated ways.
The corresponding technical and organisational security
measures provided for in the National Security Scheme
are applied to ensure, in particular: the control of
physical access to the equipment where the data is
processed, the control of the media that may contain the
personal data, the control of the storage of the data, the
control of the users authorised to access the data and
the type of access they make to it, the control of the
transmission of the data and its transport and the control
of the availability and integrity of the data. It has also
established a process of verification, evaluation and
periodic review of the effectiveness of the measures
implemented.
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NAME OF THE PROCESSING
ACTIVITY

RESEARCH PROJECTS

LEGAL BASIS

Mission carried out in the public interest (art. 6.1.€)
GDPR). Law 9/2022, of 21 December, on Science.
Law 1/2003, of 19 February, on Universities in
Catalonia

PURPOSES OF THE PROCESSING

Research, development and innovation, transfer and
assessment of knowledge in the field of research of
the ICRA.

CATEGORIES OF INTERESTED
INDIVIDUALS

Researchers, project directors/coordinators

CATEGORIES OF PERSONAL
DATA PROCESSED

Identification data, details of professional, academic
and professional employment, title and object of the
research

CATEGORIES OF RECIPIENTS

Financial bodies or entities of the projects, subsidies
and/or public aid, Dissemination on the ICRA website
and social networks (Instagram, X/Twitter, YouTube,
LinkedIn and Bluesky)

INTERNATIONAL TRANSFERS

The processing of data will be subject to the privacy
policy of the social network for which you have given
your consent.

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

Permanent

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and
organisational security measures provided for in the
National Security Scheme are applied to ensure, in
particular: the control of physical access to the
equipment where the data is processed, the control
of the media that may contain the personal data, the
control of the storage of the data, the control of the
users authorised to access the data and the type of
access they make to it, the control of the
transmission of the data and its transport and the
control of the availability and integrity of the data. It
has also established a process of verification,
evaluation and periodic review of the effectiveness of
the measures implemented.
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NAME OF THE PROCESSING
ACTIVITY

REQUEST FOR EXERCISE THE RIGHT OF
ACCESS TO PUBLIC INFORMATION

LEGAL BASIS

Mission carried out in the public interest (art. 6.1.€)
GDPR). Law 19/2014, of 29 December, on
transparency, access to public information and good
governance.

PURPOSES OF THE PROCESSING

Register and process requests for access to public

information under Law 19/2014, of 29 December, on

transparency, access to public information and good
governance.

CATEGORIES OF INTERESTED
INDIVIDUALS

Applicants’ Legal representatives

CATEGORIES OF PERSONAL
DATA PROCESSED

NIF / DNI / Passport / NIE
Postal or email address
Telephone

Name and surname

Digital Signature

Handwritten signature

Petition and content of the SAIP

CATEGORIES OF RECIPIENTS

Commission for the Guarantee of the Right of Access
to Public Information. Judicial bodies. Third parties
affected.

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

6 years

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and
organisational security measures provided for in the
National Security Scheme are applied to ensure, in
particular: the control of physical access to the
equipment where the data is processed, the control
of the media that may contain the personal data, the
control of the storage of the data, the control of the
users authorised to access the data and the type of
access they make to it, the control of the
transmission of the data and its transport and the
control of the availability and integrity of the data. It
has also established a process of verification,
evaluation and periodic review of the effectiveness of
the measures implemented.
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NAME OF THE PROCESSING
ACTIVITY

REQUEST FOR EXERCISE THE RIGHTS OF
INDIVIDUALS IN THE FIELD OF DATA
PROTECTION

LEGAL BASIS

Compliance with a legal obligation (art. 6.1.c) GDPR).

PURPOSES OF THE
PROCESSING

To attend to requests to exercise the rights granted by
the General Data Protection Regulation and the
LOPDGDD.

CATEGORIES OF INTERESTED
INDIVIDUALS

Individuals exercising their rights and/or their
representatives at ICRA

CATEGORIES OF PERSONAL
DATA PROCESSED

Name and surname(s).
NIF / DNI / Passport / NIE.
Company name.

Postal or email address.
Telephone.

Digital Signature.
Handwritten signature.
Petition or right exercised

CATEGORIES OF RECIPIENTS

Catalan Data Protection Authority
Judges and courts

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

The retention period of this data shall be determined in
accordance with the retention periods of the specific
processing activities to which the right exercised
refers.

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and organisational
security measures provided for in the National Security
Scheme are applied to ensure, in particular: the control
of physical access to the equipment where the data is
processed, the control of the media that may contain
the personal data, the control of the storage of the
data, the control of the users authorised to access the
data and the type of access they make to it, the control
of the transmission of the data and its transport and
the control of the availability and integrity of the data. It
has also established a process of verification,
evaluation and periodic review of the effectiveness of
the measures implemented.
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Inventory and Register of ICRA processing activities

NAME OF THE PROCESSING
ACTIVITY

ACCESS CONTROL

LEGAL BASIS

Mission carried out in the public interest (art. 6.1.€)
GDPR and art.8 LOPDGDD).

The processing is necessary to protect the vital
interests of the data subject or of a

other natural person (art. 6.1.d) GDPR).

PURPOSES OF THE PROCESSING

To control physical access to the ICRA building in
order to guarantee the safety of people, goods and
facilities, as well as to manage the visits made to this
entity.

CATEGORIES OF INTERESTED
INDIVIDUALS

Employees, collaborators, students and/or visitors,
ICRA suppliers

CATEGORIES OF PERSONAL
DATA PROCESSED

NIF / DNI / Passport / NIE

Name and surname

Employment data: department, body or entity where
the service is provided

Person they are visiting

Handwritten signature

Dates and times of access (entrances and exits)

CATEGORIES OF RECIPIENTS

The data are not communicated, unless they have to
be made available to the forces and bodies of
Security, Courts and Tribunals and/or Public
Prosecutor's Office in the event of an incident

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

1 year, except if there is communication to the
security forces and bodies, the courts and tribunals
or the Public Prosecutor's Office.

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and
organisational security measures provided for in the
National Security Scheme are applied to ensure, in
particular: the control of physical access to the
equipment where the data is processed, the control
of the media that may contain the personal data, the
control of the storage of the data, the control of the
users authorised to access the data and the type of
access they make to it, the control of the
transmission of the data and its transport and the
control of the availability and integrity of the data. It
has also established a process of verification,
evaluation and periodic review of the effectiveness of
the measures implemented.
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Inventory and Register of ICRA processing activities

NAME OF THE PROCESSING
ACTIVITY

INTERNAL ALERT CHANNEL (Ethical mailbox)

LEGAL BASIS

Compliance with a legal obligation (art. 6.1.c) of the
GDPR, art. 8 of the LOPDGDD, art. 11 Law
7/2021 and art. 30 of Law 2/2023)

PURPOSES OF THE PROCESSING

Receiving, instructing and resolving alerts relating to
actions or omissions

may constitute an infringement of criminal,
administrative and labour regulations, as well as the
internal regulations of the ICRA, under the terms
provided for in Law 2/2023

CATEGORIES OF INTERESTED
INDIVIDUALS

Employees, collaborators, students and/or visitors,
Citizens, Public officials, Suppliers, Persons reported

CATEGORIES OF PERSONAL
DATA PROCESSED

NIF / DNI / Passport / NIE

Name and surname

Postal and/or email address

Telephone

Electronic and/or handwritten signature

Other data contained in the documentation collected
or linked to the processing of the complaint.

Name and surname of the person reported and data
relating to the reported facts.

CATEGORIES OF RECIPIENTS

Judicial authority,

Public Prosecutor's Office or the competent
administrative authority within the framework of a
criminal, disciplinary or sanctioning investigation.

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

From 5 to 10 years old.

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out in both automated and non-automated
ways. The corresponding technical and
organisational security measures provided for in the
National Security Scheme are applied to ensure, in
particular: the control of physical access to the
equipment where the data is processed, the control
of the media that may contain the personal data, the
control of the storage of the data, the control of the
users authorised to access the data and the type of
access they make to it, the control of the
transmission of the data and its transport and the
control of the availability and integrity of the data. It
has also established a process of verification,
evaluation and periodic review of the effectiveness of
the measures implemented.
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Inventory and Register of ICRA processing activities

NAME OF THE PROCESSING
ACTIVITY

VIDEO SURVEILLANCE

LEGAL BASIS

Mission carried out in the public interest (art. 6.1.€)
GDPR)

PURPOSES OF THE PROCESSING

To preserve the safety of people and property, as
well as the facilities of the ICRA

CATEGORIES OF INTERESTED
INDIVIDUALS

Employees, collaborators, students and/or visitors
Suppliers

CATEGORIES OF PERSONAL
DATA PROCESSED

Images recorded by the cameras. There is no voice
treatment. The day and time the image was captured.

CATEGORIES OF RECIPIENTS

Security Forces, Courts and Tribunals

INTERNATIONAL TRANSFERS

Not foreseen

DEADLINE FOR DELETING THE
DIFFERENT CATEGORIES OF
DATA

1 month

GENERAL DESCRIPTION OF
TECHNICAL AND
ORGANISATIONAL SECURITY
MEASURES

The processing activities carried out by the ICRA are
carried out both automatically and non-automatically.
The technical and organisational security measures
implemented are aimed at guaranteeing the control
of physical access to the equipment where the data
is processed, the control of the media that may
contain personal data, the control of the storage of
the data, the control of the users authorised to
access the data and the type of access they make to
it, the control of the transmission of data and its
transport and the control of the availability and
integrity of the data. ICRA has also defined a process
for the verification, evaluation and periodic review of
the effectiveness of the measures implemented.
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